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TERRORIST ATTACK: PROTECTING CANADA
Introduction

In 1990-91 News in Review produced several
reports on the Persian Gulf War, including
one in which a poignant moment in the video
shows a young girl tearfully saying goodbye
to her father who, as part of Canada’s contin-
gent in the war, was shipping out from
Halifax. Sadly, the same scenarios have
occurred again, and once again Canadians
have come to realize that living next door to
the most powerful nation on the planet means
we are inextricably linked, for better or
worse, to events that impact on the United
States. This time, however, the actual threat
seems much closer to home, the actual
impact on individual Canadian lives much
greater, and the fears much more immediate.

When our airports also shut down, when
our military aircraft patrolled the skies over
Toronto and other cities, when we were told
that on the authority of the Minister of
Defence in consultation with the Prime
Minister military aircraft could be authorized
to shoot down hijacked planes in Canadian
airspace, the fear and anxiety were very real.
And although we were assured that there was
no imminent threat, throughout the months
following September 11, many events,
issues, and public debates reinforced in our
psyches a remote but real threat. For most
Canadians, the almost overwhelming amount
of information, rumour, and speculation has
fuelled these fears, making it difficult to
examine the impact of this war on terrorism
on Canada. Through it all, however, what all
Canadians seem to agree on is the need to

know what is happening and has happened,
to know what is not happening or did not
happen, and to know what might happen. We
also want to know if there is indeed substan-
tial evidence to suggest that this last category
is based on credible fact. We want to be safe,
protected, and free from unwarranted fear.

Nonetheless, changes have occurred in
Canada as a result of the terrorist attacks in
the United States and they appear to have
resulted or will result in our lives being
altered significantly. A series of measures are
being implemented—at considerable public
expense—to improve “homeland” security.
Some of these measures are very controver-
sial and raise issues of civil rights. Being part
of what has been called “the target commu-
nity” we have begun to feel a military pres-
ence at home as we have not experienced it
before. But as the Minister of Foreign Affairs
John Manley said, “We can’t live in a cave or
hide under our beds while we wonder if
something might happen. In fact, if we do
that, the terrorists win.”

In the meantime, Canadians are now faced
with re-examining key issues in our society
such as our immigration policies and proce-
dures, new wide-ranging and controversial
anti-terrorism legislation, guaranteeing the
security of our nuclear installations, clearly
thinking through the real or speculative fear
of biological terrorism, the very real impact
on our economy of September 11, 2001, and
whether this nation’s response to all that has
happened is based on sound, critical reasoning.
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TERRORIST ATTACK: PROTECTING CANADA
Fear, Anxiety, and Facts

For countless people around the world, the terrorist attacks of September 11, 2001, and subse-
quent events have created a significant amount of fear and anxiety. What we often fear the
most and what can keep us in prolonged states of anxiety is the unknown. Dealing with such
feelings is not always easy, but as with many important issues such as illness, death, financial
concerns, one of the first coping strategies is to get information. Above all, it is important to
ascertain:

• What absolutely did occur?
• What absolutely did not occur?
• What might occur?

As a class, discuss the importance of these three questions. Why is it important to see them as
distinct and separate questions with distinct and separate answers? How can finding answers
to them help counter fear and anxiety?

Informed Viewing
As you watch this portion of the November 2001 News in Review program, formulate answers
to the following questions:

1. What heightened military presence or procedures have occurred in Canada?
2. What safeguards have been put in place and why?
3. What financial figures suggest how the Canadian government has responded to

potential terrorist threats?
4. What additional security measures have been suggested (as opposed to measures

actually implemented) ?
5. Why might Canada need these increased security measures?
6. What new steps has the Minister of Immigration taken and why?
7. What new steps has the Solicitor General taken?
8. What new legislation has the Minister of Justice introduced (which, as of this

writing is in the second reading stage in Parliament)?
9. How is this legislation wide-ranging?

10. Why is it controversial?
11. In what ways do its critics suggest it could be counterproductive?
12. Why are advocates of freedom of speech concerned about the legislation?
13. What has been the reaction in Canada to a possible anthrax attack?
14. What is the reality of the anthrax situation in Canada?
15. What happened in the United States involving anthrax that did not happen here?
16. What has the real effect been on Canada’s economy as a result of September 11,

2001? Give specific reasons for the effect.
17. What proposals have been made to deal with the economic situation?
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TERRORIST ATTACK: PROTECTING CANADA
A General State of Anxiety

The September 11 attacks on the World Trade Center and the Pentagon, and the ongoing
anthrax scare, have raised anxiety in the general public to very high levels, despite the fact that
Canadian and U.S. governments continue to encourage the public to maintain normal daily
routines. Anxiety is a generalized feeling of concern over imminent danger or trouble. Often
the uneasiness that is felt is excessive, and in its worst form can be a serious psychological
problem. Part of the problem with anxiety is that it can be difficult to identify the real source
of the feeling or to determine if the feelings are in fact based in reality. For example, because
evidence was uncovered that some of the terrorists lived incognito and carried out normal
activities in typical communities in the U.S., it is understandable that people would be able to
identify with the general situation and thus be prone to developing more acute feelings of
anxiety.

It is also important to recognize when a general state of anxiety in society, arising from real
events, leads to or is reinforced by political attitudes and actions. Those in their early 20s
remember the existence of the Soviet Union and the final stages of the Cold War in the 1980s.
Analysts suggest that then-president Ronald Reagan of the U.S. used fear to create fear,
calling the Soviet Union “the evil empire,” thus perpetuating the perception that a global
nuclear war was very real possibility at that time.

The general state of public anxiety was perhaps even more evident during the Red Scare of
the 1950s and 1960s. Following the Second World War, Communist power appeared to be
spreading throughout Europe, Asia, and the developing world. The U.S. and the Soviet Union
engaged in an arms race to develop the largest arsenals of nuclear and conventional weapons.
The distrust between the two sides meant that they remained at high levels of military pre-
paredness. Once the Soviet Union developed intercontinental missiles, the U.S. had to worry
about a surprise attack on its cities. As a result, communities in Canada and the U.S. devel-
oped civil defence plans. School children in the U.S. were drilled on how to react to a nuclear
attack. Citizens in both countries built bomb shelters and stockpiled food and medicines.
There was fear that spies and sympathizers were in our midst, attempting to break down our
defences against communism. In the U.S., dissent was treated as disloyalty. In the U.S. a
committee called the House Un-American Committee publicly “tried” many citizens for their
activities and questioned their allegiance, destroying many careers in the process. Information
became tightly controlled. Even Hollywood films were examined closely for alleged commu-
nist propaganda.

From the perspective of the present, we are able to measure just how serious the perceived
threats were and we will eventually be able to do this with the current crisis. What is always
difficult in times of crisis, however, is to assess to what extent the threats to public security are
immediate, long-term, and to what extent they are indeed real.

Discussion
In your opinion, what parallels exist between the current events and the historical events
described above?
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TERRORIST ATTACK: PROTECTING CANADA
The Unthinkable Threat

In a recent edition of The Toronto Star, correspondent Olivia Ward speculated that nuclear
arms might well be a weapon terrorist organizations plan to use in future attacks on North
American targets. In “Thinking the Unthinkable: Is Nuclear Terrorism Next?” she recounted a
series of rumours: that several “briefcase” nuclear weapons built in the former Soviet Union
had gone missing; that nuclear material was readily for sale in Russia; that Osama bin Laden
had been stockpiling some portable nuclear weapons bought from Russia; and that he had
attempted to buy or did buy weapons-grade uranium from Sudan.

There have been multiple reports of both enriched and unenriched uranium being smuggled
out of Russia since 1991, and Russian watchdog agencies have complained that there is no
“effective state control of transportation, security, and treatment of nuclear materials.” Some
nuclear power plants have no fences; all have underfunded security forces. In some of the
smaller former Soviet states, nuclear material from reactors sits around virtually unguarded.
Vladimir Slivyak of the environmental lobby group Nuclear Defence describes a nuclear
mafia in Eastern Europe that actually specializes in smuggling nuclear materials.

Alex Schmid of the United Nations Terrorism Branch speculates that there are at least 130
terrorist groups who might use nuclear, chemical, or biological weapons, and that several
could develop a nuclear-based weapon. One of those he names is Al-Qaeda. Ivan Safranchuk,
Director of the Centre for Defence Information in Moscow, agrees that nuclear terrorism is
possible—but not using the most sophisticated modern weapons. More likely would be the
construction of a “dirty” bomb, based on an explosion of nuclear material but not on a chain
reaction. This could be built by “a graduate student specializing in physics” from material
stolen from nuclear plants. It would be capable of killing many people in a relatively small
radius, but its greatest effect would likely be the fear it would cause in the target population.

Speculation on the nuclear capability of Al-Qaeda increased with the arrest, by Pakistani
authorities, of Sultan Bashiruddin Mahmood. He is one of Pakistan’s top nuclear scientists,
and headed the project that developed Pakistan’s nuclear weapons capability. He is also a
fervent Islamist thought to be a close supporter of the Taliban regime in Afghanistan. Some
fear that his support may have included guidance in the creation of weapons for the terrorist
struggle.

Canada’s Nuclear Installations
In addition to concerns over nuclear weapons, the vulnerability of nuclear power plants to
terrorist attack has become especially worrisome following the September 11 attacks. It is
accepted that a terrorist attack on an operating nuclear plant could result in thousands of
deaths. In Canada, no existing reactors have been designed to withstand the damage that
would result from being struck by a commercial airliner filled with jet fuel. Both Canada and
the U.S. have announced new measures to protect their generating stations; and the U.S.
Nuclear Regulatory Commission has even shut down its Web site, fearing that terrorists might
use it to gather information, including the locations of plants.
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A report to a Canadian Senate committee by Gordon Thompson of the Institute for Resource
and Security Studies in Cambridge, Massachusetts, claims that Candu reactors, widely used in
Canada, are especially vulnerable to terrorist attack. Unlike other types of nuclear plants, the
reactors at Candu plants—up to eight at one plant—have a common safety system for core
cooling and containment in emergencies. Damage from an attack to one reactor can cause
breaches in all reactors at the station. A disaster at the Candu reactor in Pickering, Ontario,
could release twice the cesium-137 that was released by the explosion at Chernobyl in
Ukraine.

Fears for Canada’s nuclear safety were reinforced by the post-September 11 discovery of a
Kuwaiti national with documents containing detailed information on Ottawa buildings con-
nected with atomic energy and with virus and disease control (authorities have not identified
which buildings), and by a CSIS/RCMP investigation of a researcher at the Atomic Energy of
Canada Laboratory at Chalk River.

Using its emergency power “to maintain national security,” the Canadian Nuclear Safety
Committee has released (for the first time without public discussion) an order for new mea-
sures at all “crucial nuclear installations.” These include: impenetrable security barriers to stop
vehicular attacks (concrete walls and trenches); armed guards with improved equipment;
searches of all persons and vehicles entering the plants; improved identity checks for all on-
site personnel; advanced screening of all employees and contractors. Consideration is also
being given to the possibility of closing air space and creating marine-exclusion zones around
these key installations (as has been done in the U.S.), although government officials believe
these zone regulations would be difficult to enforce. An alternative being studied is to use the
military, armed with surface-to-air missiles, to guard nuclear sites.

Discussion
To most people, nuclear terrorism is probably the most frightening potential form of terrorist
activity. Any form of nuclear attack would likely spread real panic among North Americans.
Given what we have learned from September 11 and from the anthrax attacks in the United
States, what steps would you want the Canadian government to take to protect against the
possibility of nuclear terrorism? Suggest ways the general public can determine how real such
nuclear threats are. What questions could be asked of whom?
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TERRORIST ATTACK: PROTECTING CANADA
Comparing Anti-terrorist Legislation

Prime Minister Jean Chrétien defended his government’s anti-terrorism legislation, Bill C-36,
in the House of Commons by arguing its similarity to other nations’ laws. Here are three
examples of anti-terrorist legislation. Is Chrétien’s defence of his legislation valid?

Great Britain
Britain passed its Prevention of Terrorism (Temporary Provisions) Act in 1974, in response to
sectarian violence in Northern Ireland. It gave the government sweeping powers, including
the right to detain suspects without laying charges. The law was supposed to expire after one
year. Its powers were instead extended and expanded. In 2000, a second bill was passed,
defining terrorists and broadening the use of preventive arrests. Britain’s laws, which allow
for greater periods of detention than Canada’s, have greater implications for suspects, since
there is no Charter of Rights. There is no sunset clause, but there are time limits specifically
for Northern Ireland.

The United States
U.S. President George Bush signed the Patriot Act into law on October 26. Under its provi-
sions, police may detain anyone suspected of terrorist activity without laying a charge. It
allows the police to apply wiretaps to all telephones used by a person, and use search warrants
countrywide against a person’s property. People living in the U.S. on visas will face increased
monitoring. It also increases the penalties for terrorist acts, and makes it illegal to possess
biological or chemical substances that can be used as weapons. The Patriot Act also addresses
how money is moved internationally. Banks and national governments must co-operate with
U.S. investigations or face sanctions. As well, U.S. banks are forbidden from dealing with
offshore banks that have no connection to regulated banking systems. The Patriot Act passed
easily through the legislature, 98-1 in the Senate, and 356-66 in the House of Representatives.
This occurred partly because the bill included a sunset clause whereby many of the toughest
aspects of the legislation expire after four years. President Bush noted at the signing, “This
law will give intelligence and law-enforcement officials important new tools to fight a present
danger. This government will enforce this law with all the urgency of a nation at war.”

France
France passed an anti-terrorism law in 1986 that allows the government to disband groups it
associates with terrorism. In 1995, changes were made extending preventive arrests powers
and lengthening the allowable detention period to 96 hours. Further proposals since Septem-
ber 11 would allow searches of automobiles without warrant and more surveillance of elec-
tronic mail.



November 2001News in Review   — 31 —

TERRORIST ATTACK: PROTECTING CANADA
Questioning Anti-terrorist Legislation

Critics say that tough anti-terrorism legislation may have as much to with politics as with
terrorism, and that although there were gaps in security prior to September 11 that needed to
be closed, no one can say that even under the new legislation, all of the terrorists would have
been intercepted or dissuaded from their attacks. The new rules target the more obvious
patterns used or mistakes made by terrorists. The attackers demonstrated that they had studied
North American security and had worked largely within the system to escape detection. For
example, not all suspects with links to terrorist groups purchase airplane tickets with cash, or
only buy one-way tickets. Many use legitimate means to travel such as student visas or simply
by posing as vacationers. Sorting through the hundreds of millions of annual visitors to the
U.S. alone would be impossible. Finally, targeting those with criminal backgrounds only
works if the suspect is a criminal. None of the September 11 terrorists had criminal records,
and thus were free to enter Canada or the U.S. One even presented a frequent-flyer card.

Critics of such legislation say it is often flawed and negatively affects civil liberties in general
rather than stopping terrorism. They point to the following:

• Between 1974 and 2000, 22 207 people were detained under terrorist laws in
Northern Ireland. Fewer than half were ever charged with any offence.

• From 1989 to 1999, almost 1000 people in other parts of the United Kingdom
were held under the preventive detention measures. About 88 per cent of them
were never charged with a crime.

• During the 1970s and 1980s, West Germany enacted a series of draconian
anti-terrorist laws, giving the police far-ranging powers to tackle left-wing groups
like the Baader-Meinhof Gang and the Red Army Faction. While those groups
were eventually eliminated as threats, at least one innocent person was killed by
police, a nuclear scientist was fired from his job for having an “unusual private
life” (he was divorced), and citizens were advised to report males with long hair to
the police. Some critics contend that German terrorists were stopped more by
getting old and sloppy than by the anti-terrorist legislation.

• Many countries have had strong anti-terrorist legislation for decades, yet terrorist
activities continue, and in some cases flourish. Atif Kubursi, an economist at
McMaster University and president of the National Council on Canada-Arab
Relations noted, “If tough anti-terrorist laws really worked, Israel and Egypt
would be the safest places on Earth.”

Activity
Read the following two summaries, which represent two commonly held views that oppose
anti-terrorist legislation. What points seem plausible? What ideas do you disagree with? What
other explanations can you provide?

1. The purpose of anti-terrorist legislation may be the equivalent of a magician’s
smoke and mirrors. It serves as an illusion that something effective is being done,
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when truly productive measures may be too expensive economically or politically.
For example, decades of strong anti-terrorist measures did not eliminate the Irish
Republican Army in Northern Ireland. Dramatic changes occurred when the
British government began negotiating with the IRA. While “peaceful” or “nor-
mal” might be too optimistic a description of Northern Ireland, the IRA has begun
to disarm and is no longer considered a terrorist group by the British government.
Because negotiating with terrorists is not a declared option for the U.S. govern-
ment, it will project its military power abroad, and create tougher laws at home. In
the current situation, the fight against the terrorists may stretch over many years.
The threat of more attacks may never be eradicated. Effectively addressing the
root causes of terrorism, that is, poverty in developing countries, religious quar-
rels, or territorial disputes, may also be impossible.

2. Canada’s anti-terrorist legislation, and especially the absence of a sunset clause,
may have more to do with appeasing the U.S. than in stopping terrorism on Cana-
dian soil. The U.S. has accused Canada of lax security and of being a safe haven
for terrorists. This ignores the fact that Canada’s immigration standards have been
proven to be as tough as those in the U.S., and that U.S. border officials must have
missed the terrorists entering U.S. territory. However, when the Canadian
economy depends on the flow of goods across the U.S. border, perception may be
more important than reality. Prime Minister Chrétien may be trying to reassure the
U.S. that Canada can be tough on terrorism too, if only to keep Canada on the
inside track.

Discussion
The history of modern democracies has centred on the struggle between individual and collec-
tive rights. If a nation focuses too much on satisfying the majority, the rights of the minority
may be jeopardized. If the focus is too much on individual liberties, the security of all citizens
may be affected. When she introduced Bill C-36 to Parliament, Justice Minister Anne
McLellan noted that rights are not absolute; there are limitations. In your opinion does anti-
terrorist legislation negatively affect civil rights?
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TERRORIST ATTACK: PROTECTING CANADA
Semi-perfect Harmony

While Canadians and Americans speak with pride about living along “the longest undefended
border in the world,” there is no doubt that the U.S. has come to think of it as a border that is
also dangerously porous. After the December 1999 arrest of Ahmed Ressan, a suspected
associate of Osama bin Laden, who was attempting to enter the U.S. from British Columbia
with a car full of bomb-making materials, the U.S. government increased its pressure on
Canada to beef up its immigration and refugee controls. After September 11, U.S. Ambassa-
dor Paul Cellucci was instructed to negotiate with Canada to find ways in which the two
countries could harmonize their policies to keep out suspected terrorists. Although the Sep-
tember 11 attacks were perpetrated by suspects who entered the U.S. legally—and not from
Canada—it reinforced U.S. resolve to build a “Fortress North America,” creating a perimeter
border around the continent to fight terrorism.

U.S. Expectations
On October 29 President Bush ordered senior U.S. officials to begin talks with Canada and
Mexico on harmonizing immigration and border policy, with the declared aim of ensuring
“maximum possible compatibility of immigration, Customs, and visa policies.” Tom Ridge,
the U.S. Director of Homeland Security, made it very clear that Bush wanted the government
to move ahead aggressively. Two days later senators Ted Kennedy, a Democrat, and Republi-
can Sam Brownback introduced the Enhanced Border Security Act. The Act calls for in-
creased intelligence and database sharing between Canada and the U.S. and for a study of the
feasibility of creating a method to record and keep track of all persons entering the U.S. from
either Canada or Mexico. Meanwhile, the U.S. is tripling the number of Customs and Immi-
gration officials at the Canada-U.S. border, and installing $100-million worth of new detec-
tion equipment. There is also a determined attempt being made to move up the 2003 inaugura-
tion date for a new automated tracking system for foreign nationals entering the U.S.

The Canadian Response
Raising again the issue of Canadian sovereignty, Canada has expressed its willingness to enter
into negotiations, but has also expressed its determination to formulate and enforce its own
regulations, especially in the area of refugee claims. Immigration Minister Elinor Caplan has
stated: “Everyone recognizes that our laws will never be identical, but we want them to be as
consistent as they can be in sending the message to those who would abuse our generosity that
they are not going to be able to come to Canada or the United States if they are not in genuine
need of protection.”

Caplan describes a common need to prevent those who pose any kind of security threat from
getting to Canada and the United States in the first place. The main thrust, she feels, should be
on information sharing overseas; the development of a network to provide information where
improperly documented travellers would be prevented from boarding flights to North
America. A focus on overseas airports, with spot checks for false documents or individuals on
security-watch lists in either Canada or the U.S., could serve as a major deterrent.
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In some countries and regions officials from either the U.S. or Canada might regularly act for
both. Officers from both countries might well be given special powers; that is, Canadians
could prevent individuals from boarding flights to the U.S., and U.S. officials could do the
same for flights to Canada. A joint database would simplify the identification of suspect
individuals.

Caplan has also expressed a willingness to discuss “visa convergence,” the concept that
Canada and the United States would both require visas for visitors from an identical list of
countries. The policy would be aimed at countries that are known providers of passports of
convenience (mostly countries of the Caribbean and Pacific Islands), and would require
increased security checks.

It would likely also mean that Canada would increase the number of countries whose resi-
dents require visas to come here. At present, Canada exempts 58 countries from visa require-
ments; the United States exempts 29. Citizens of some countries would likely remain exempt
from the need for a Canadian visa—Mexico, for example, is the source of many illegal resi-
dents for the United States, but is not seen as a problem by Canadian authorities. Other coun-
tries, however, are being specifically targeted by the U.S. for Canadian visa requirements. An
example is Saudi Arabia; the majority of the suspects in the September 11 attacks (15 of
them) applied for U.S. visas in Saudi Arabia.

At present, about 40 per cent of Canada’s refugee applicants enter from the United States. The
U.S. would very much like the refugee status of these individuals to be resolved at the border
before being allowed into Canada. This demand could well be part of the convergence discus-
sions between the two countries.

The Canadian government has also indicated that it might be willing to develop new controls
at its borders to track everyone leaving Canada—a policy the U.S. government is also consid-
ering. It has been official policy that residents of both countries need not report to Customs
when they depart, but only on arrival.

Since September 11, traffic at the Canada-U.S. border has slowed, and there is considerable
pressure to expedite the flow of goods and materials upon which both economies, especially
Canada’s, depend heavily. There have even been suggestions that the U.S. has slowed down
the flow of trade with the specific intention of forcing Canada to agree to harmonizing its
Customs and Immigration and refugee policies with those of the U.S.

But pressure to create a shared perimeter has also come from Canadian sources. The premiers
of British Columbia, Ontario, and New Brunswick, along with the Alliance of Manufacturers
and Exporters of Canada, have all encouraged the Canadian government to join in the creation
of a shared North American security perimeter. Ontario, which sends 93 per cent of its exports
to the U.S. (48 per cent of whose economy is directly dependent on cross-border trade),
claims that the federal government is moving far too slowly in restoring the free flow of that
trade. Premier Harris refuses to credit the argument that Canada might be giving up part of its
sovereignty: “Nobody is giving up sovereignty to try to have policies that make Canadians
safer and increase our security and at the same time allow us an economic opportunity.”
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Canada has pressed for the restoration of some of the methods that increased the speed and
efficiency of border crossings prior to September 11; especially the Nexus program, which
provided a fast lane for regular crossers who had passed security checks. The U.S., however,
has been steadfast in its refusal to reinstate the program, and is clearly awaiting further discus-
sions with Canada.

Pause for Discussion
1. In an article written for The Toronto Star on November 5, 2001, Professor James

Laxer of York University argues that there are a number of ways that Canada
could co-operate with the United States in order to help keep both countries safe
from terrorism, but that the prime consideration must be Canada’s ability to
“retain control of its security, territory, and its ability to pursue an independent
foreign policy.” Canada does not always agree with U.S. foreign policy; Cuba is
an example. Should considerations of security and economics be Canada’s prime
concern at this time?

2. Some members of Canada’s softwood lumber industry have suggested that it may
be time for Canada to negotiate a trade-off: increased harmonization of Customs
and border policies in return for special considerations for Canada’s softwood
lumber exports to the U.S., against which the U.S. has levied both high tariffs and
large penalties. Would this be a legitimate negotiating tactic, given all that has
occurred?

A Special Case
Since September 11, one area in which the United States has been especially anxious to
develop joint policies with Canada is air transportation security. Both countries recognize that
the hijacked planes that destroyed the World Trade Center could have done so as easily from
Toronto or Montreal as from Boston.

Canada has tightened security at its airports (international or domestic flights originating in
Canada could easily be diverted to the United States), but the U.S. would like to see even
more improvements, although parallel improvements at airports in the U.S. are still consid-
ered by some to be inadequate, and not even up to the United States’s own recommended
standards. Some of the proposed measures would be random checks of passengers as they
enter airport terminals and duplicate searches of hand luggage, first at check-in and then at the
gate. Both countries are committed to discussions to further improve security levels.

Transport Minister David Collenette is also poised to make a major concession to the U.S. in
that Canadian airlines are to be given new permission to hand over to U.S. Customs and
Immigration officials information that they have received from travellers. Currently, such
information can only be given to Canadian police officers who are conducting investigations.
The information included would consist of passenger manifestos, how tickets were purchased,
and whether luggage was checked before the flight. Collenette has emphasized that Charter of
Rights provisions will be respected, and the information supplied will be limited.
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The idea of providing air marshals on Canadian flights has also been discussed, and briefly
implemented on some, but the Canadian government has indicated that it is determined to
place its security emphasis on the ground at the airports themselves. There will be one major
exception. Air Canada is the only non-U.S. airline that flies regularly to Reagan Airport in
Washington, D.C. Collenette has agreed to allow the RCMP to patrol the airline’s flights to
Reagan, which is very close to the White House and other key buildings, in order to avoid the
withdrawal of landing rights at that destination.

Discussion
Who bears the ultimate responsibility for air transportation security? Traditionally in North
America, airports and airlines themselves have hired private sector security personnel who
check passengers and luggage prior to boarding the planes. Many of these personnel receive
little training and salaries barely above minimum wage. In many countries, however, airport
security is carried out by state or military employees. Given the economic woes the Septem-
ber 11 attacks have caused the airline industry, who has the responsibility of ensuring that
future terrorist attacks are prevented?
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TERRORIST ATTACK: PROTECTING CANADA
More Police, Better Intelligence

“Intelligence is the first and most important line of defence against terrorism and the first and
most important weapon in any offensive against terrorism. Without it, there can be no early
warning, no prevention, no deterrence, no wisdom in decision-making, and no hope of catch-
ing the perpetrators of the September 11 attacks.” — Wesley K. Wark, Professor of Interna-
tional History at the Munk Centre for International Studies at the University of Toronto

The September 11 terrorist attacks have had a great impact on how Canada’s police forces do
their job, straining many forces’ human and economic resources. New demands are making it
very clear that new personnel and new funds will be necessary if most police forces are to be
able to do the many jobs expected of them.

The Royal Canadian Mounted Police has transferred 2000 officers to work specifically on
terrorism investigations, and they are dealing with more than 7200 tips from members of the
public. In the Toronto area a Special Enforcement Unit, led by the RCMP, has initiated
Project O Canada and undertaken 24-hour surveillance of at least five suspected supporters of
Osama bin Laden. Retired officers with surveillance expertise have had to be recalled for
duty.

The U.S. Federal Bureau of Investigation has sent what is described as an “unprecedented”
number of officers to Canada to work with the RCMP in investigating terrorists. The FBI
operatives play a support and liaison role in Canadian investigations, but are not allowed to
operate on their own. This type of co-operation has existed between the two forces for many
years, but is now seen to be of even greater importance.

Other police forces are also feeling the pressure. Police Chief Julian Fantino of Toronto
describes his force as having been “bled” of its most experienced detectives, who have been
assigned to terrorism investigations. Meanwhile, The Toronto Star reported: “Hundreds of
criminals, from the Russian mafia to biker gangs, have been operating freely in the GTA
[Greater Toronto Area] after the vast majority of intelligence officers, along with their teams
of transcribers and translators, were diverted to work on high-priority terrorist investigations
following the September 11 attacks.” Fantino’s recommended solution to increased demands
is a special anti-terrorist squad of at least 30 officers, which he estimates would cost $6-
million to start up, and $3.8-million per year to operate.

Speaking at the Conference of the International Association of Chiefs of Police, RCMP
Commissioner Guiliano Zaccardelli called for the setting up of “strategically located, multi-
disciplinary teams throughout the country.” The three provinces considered most vulnerable
to terrorist attack—British Columbia, Ontario and Quebec—already have such teams. The
federal government and some provinces have already announced plans to provide additional
funding for anti-terrorist security. (Ontario, for example, has committed $9-million, mostly for
the Ontario Provincial Police). It seems likely that the demands for more money, fuelled by
public concern, will only increase.
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The Canadian Security Intelligence Service (CSIS)
The September 11 attacks have also spotlighted the role of CSIS. CSIS is expected to provide
many of the services for Canada that the FBI and the Central Intelligence Agency (CIA)
provide in the United States, including security assessments of immigration and refugee
applicants, federal employee security clearances, and clearances for airport workers who have
access to restricted areas.

During the 1990s, CSIS staff was cut by almost 25 per cent, which had a major impact on the
organization’s ability to do its expected job. In 1999-2000 the organization performed 81 650
security assessments; the 166 investigations of applicants seeking permanent resident status
who were suspected security risks took, in total, between 644 and 661 days to complete. At a
time when security warnings were becoming both more specific and more worrisome, the
organization was left with a shortage of professionals to analyze and translate the intelligence
it collects. CSIS has tried to increase its efficiency with an increased use of technology, but
the shortage of workers remains. Even with increased funding CSIS would still have prob-
lems, since it takes about five years to fully train an agent.

Writing in The Globe and Mail Wesley K. Wark described the Canadian intelligence commu-
nity, including CSIS, as far too weak in every stage of the intelligence collection, analysis, and
distribution process. He pointed to a lack of both human and technological resources at the
collection stage; a lack of skilled analysts to interpret the collected information; and little
attention paid to this analysis by the government’s decision-makers. Wark recommended two
major steps be taken by the federal government: the creation of “a well-resourced, powerful
central organization for intelligence analysis” and the creation of a service similar to the CIA
to collect and analyze foreign intelligence (CSIS has a very limited mandate). Both of these
jobs might be done by CSIS, or might require new organizations.

Discussion
The Communications Security Establishment (CSE) is the Canadian organization responsible
for foreign-communications intelligence as well as the protection of the government’s com-
munication networks. According to Wark, “Most significant of all is the question of whether,
in the new world we have just entered, CSE will need powers to spy within Canada—some-
thing it is now legally forbidden to do.” Desperate times sometimes require desperate mea-
sures. Is this such a time?
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TERRORIST ATTACK: PROTECTING CANADA
The Risks of Profiling a Terrorist

Government officials at all levels in Canada and the U.S. have gone to great lengths since
September 11 to distinguish carefully between terrorists and those whose background is
Muslim, Arab, or Middle Eastern in general. During the first few weeks following September
11, Muslims and those mistaken for Muslims were subjected to slurs, threats, and even vio-
lence. However, while such discriminatory actions have diminished, the issue of profiling—in
particular racial profiling—has arisen. One method used by security services to try to identify
individuals who might represent a security threat is to compare them with a general profile of
a terrorist. But as a result of the fact that all 19 hijackers in the September 11 terrorist attacks
were Muslims of Middle Eastern background, people of those backgrounds have complained
of harassment when passing through security checkpoints at airports and the Canada-U.S.
border. Critics point out that such profiling therefore can be erroneous, even racist.

However, according to its supporters, profiling is basic police work. Edward Morgan, a
specialist in constitutional and international law at the University of Toronto, provides some
examples. “The Scarborough rapist [Paul Bernardo] was young, white, blond, so that’s what
they looked for. Cars with southern-U.S. licence plates are stopped at the border, because they
know people in southern states are more likely to have guns.” Israel’s El Al Airlines divides
passenger names into low-risk (Israeli or foreign Jew), medium-risk (non-Jewish) and
high-risk (anyone with an Arabic surname).

Other experts disagree with the use of profiling. Wesley Wark, a national security specialist at
the University of Toronto, calls it the “most crude and desperate method law enforcement can
reach for.” Such experts suggest that security screeners should look at a person’s travel habits,
places visited, identification papers, ticket-purchasing patterns as well as another 50 criteria.

Furthermore, Mohamed Emrasy, president of the Canadian-Islamic Congress, points out that
when one particular group becomes part of a profile, pressure is taken off other groups. Con-
sequently terrorist groups not matching the profile could exploit the situation to further their
own goals.

Discussion
Canadian government security agencies have been tight-lipped about what profiling criteria
are being used or whether profiling is occurring at all. Should these agencies be required to
explain their methods of determining who might or might not be a security threat?
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TERRORIST ATTACK: PROTECTING CANADA
The Anthrax Scare

For Canadians, other events occurring in the U.S. in the month of October intensified our
concern about the security of our essential services, and in turn about personal and public
safety. An employee of the American Media Inc. tabloid newspaper, The National Enquirer,
in Boca Raton, Florida, received a letter containing a powder with anthrax spores. He died of
an infection caused by inhaling the spores. Two other employees in the same building tested
positive for the spores, but did not become sick; they were treated with antibiotics. Several
other media outlets and political offices have received packages that contained anthrax manu-
factured from the same batch. U.S. mail employees also contracted anthrax, most likely from
handling anthrax packages that passed through their mail stations. At the time of this writing
four people have died.

Anthrax is caused by a bacterium that can infect the lungs, skin, or gastrointestinal tract. Early
symptoms resemble a bad cold or flu, appearing within a week of exposure. If diagnosed
quickly, it can be treated with antibiotics. Anthrax occurs naturally in both wild and domestic
animals, including cattle and sheep. It may be caught from animals, but the chances of doing
so are extremely low. Anthrax spores are hearty and can remain active for years if kept in dark
places. If inhaled in large amounts and left untreated, anthrax can be fatal almost 90 per cent
of the time. However, delivering anthrax spores in numbers sufficient to cause lethal infection
is difficult to do. Most of those who came into contact with the contaminated packages either
did not inhale the spores or received a less-threatening skin infection. It is also not communi-
cable, so there is no danger of an epidemic.

The Fear of Bioterrorism
Although no Canadians, at the time of this writing, have been directly affected by anthrax
(Canadians were, however, killed in the terrorist attacks in New York), the use of anthrax as a
weapon has raised the spectre of biological warfare. Both Canadian and U.S. governments
admitted that they were unprepared for biological attacks if they occurred today. However,
both indicated they were moving quickly to rectify the problem.

Health Minister Allan Rock announced on October 18 that the federal government would
spend $12-million immediately to cope with chemical and biological attacks. This included
increasing the availability of antibiotic drugs from 40 000 courses of treatment to 100 000.
Rock also revealed that Canada would manufacture 30 million doses of smallpox vaccine.
While he indicated that the chances of a smallpox attack were remote, Canada would be ready
anyway. Rock noted that the Department of Defence currently has enough smallpox vaccine
for 380 000 people.

Discussion
Allan Rock has said, “Let me reassure Canadians, I think the biggest disease we have to face
right now is fear. There’s no reason for Canadians to regard this as anything but a remote
threat, but that having been said, Health Canada is working very hard to make sure that we’re
ready for whatever might happen.” As a class, discuss how the anthrax scare has affected
Canadians. How are we as a nation dealing with real but remote risks such as bioterrorism?
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TERRORIST ATTACK: PROTECTING CANADA
Discussion, Research, and Essay Questions

1. The anti-terrorist legislation targets fundraising and money-laundering schemes
that take place in Canada and that support terrorism abroad. While the legislation
has been created specifically with groups such as Al-Qaeda in mind, other groups
will no doubt be included on the list of banned organizations. Research the issue
of foreign organizations fundraising in Canada. Which groups are being included
on the list? Which groups dispute their inclusion? Is this an effective method of
removing funds from terrorist hands? Write a short report that illustrates your
findings.

2. Canada has pledged a variety of people and resources to the military efforts
against Al-Qaeda and the Taliban of Afghanistan. The largest contributions are
the frigates HMCS Iroquois and HMCS Vancouver. Research one of these two
ships to determine what its military capabilities are and the nature of its assign-
ment in this conflict. Write a report that outlines your findings.

3. Reading works of fiction can help provide perspective on what is happening in
real life. Two literary works that have some parallels to the current domestic
situation are George Orwell’s 1984 and G.K. Chesterton’s The Man Who Was
Thursday. The first deals with a society where information is tightly controlled
and censored. The latter deals with tracking down anarchists in early 20th-century
society. Write a book report that outlines the parallels to our post-September 11
world. How and why do people confuse fact and fiction?

4. Some television critics have postulated that our television and movie tastes have
been changed by the September 11 attacks. For example, the decline of reality
television programs in North America has been partly attributed to the overdose of
reality viewers received during the non-stop reporting of the attacks, the after-
math, and subsequent events. As well, many violent movie releases and television
programs were altered or cancelled altogether. Review current television shows
and movie releases. Have North American media habits changed? Have yours?
Should they?

5. One of the scientists whose name repeatedly appears in news articles on biological
warfare is Ken Alibek. Alibek worked for decades on the former Soviet Union’s
biological warfare program, creating stockpiles of lethal toxins and perfecting
delivery systems. He defected after the fall of communism, providing valuable
information to Western scientists. In his 1999 book, Biohazard, he also outlined
the dangerous decline in the former Soviet Union’s security system and the high
likelihood that biological agents were accessible to those groups that desired them.
Research the status of biological weapons development. How real is the threat of
terrorists accessing some truly dangerous materials?


